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1	Decision/action requested
Discuss the need for a study item on ‘Security aspects of satellite connections’
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[5]		ETSI TS 101 545-1, Digital Video Broadcasting (DVB); Second Generation DVB Interactive Satellite System (DVB RCS2); Part 1: Overview and System Level specification
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[7]	ETSI TR 101 545-5 Digital Video Broadcasting (DVB); Second Generation DVB Interactive Satellite System (DVB RCS2); Part 5: Guidelines for the Implementation and Use of TS 101 545-3

3	Background
Backhaul connectivity (i.e. the connections between RAN and CN) is traditionally considered largely out-of-scope for 3GPP. It is usually considered part of the underlying transport networks and as such is expected to provide the required bandwidth and quality of service required for normal 3GPP operations.
The assumptions do not always apply when backhaul connectivity is provided by satellite connections. For instance low latency may not be able to be supported by satellite backhaul.
In addition to the above mentioned aspects of bandwidth and quality of service, satellite connections also need attention with respect to security, as is illustrated in this discussion paper.
4	Problem description
4.1	3GPP security aspects of backhaul
Within 3GPP specifications such as TS 33.501 [1], see e.g. clause 9.2 and 9.3, TS 33.401 [2], see e.g. clause 5.3.4, 5.3.4a, 11, and 12, and even in TS 33.102 [3], see e.g. Annex I, it is specified that the backhaul between RAN and CN shall be confidentiality (and integrity) protected. It is not specified that IPsec shall be used, but support for IPsec is mandatory for 5G and 4G networks, and thus it is suggested to use IPsec over the backhaul.
The above suggestion to use IPsec is often followed by Mobile Network Operators: the connection between (e)NodeB and the Core Network is often end-to-end encrypted via IPsec.
4.2	Satellite optimizations such as PEP
Satellite connections very often apply several optimizations in order to handle the longer delays. One of the common optimizations is the use of Performance Enhancing Proxies to enhance the performance of TCP connections, see e.g. RFC 3135 [4]. The use of PEP is described in the DVB-RCS2 set of ETSI specifications related to satellite: ETSI TS 101 545-1 [5], ETSI TS 101 545-3 [6], and ETSI TR 101 545-5 [7]. Note that DVB-RCS2 is not the only type of system used in satellite networks.
4.3	Impact of IPsec on the use of PEP
For end-to-end IPsec connections the use of PEP is problematic: PEP operates on TCP connections and IPsec encapsulates (and encrypts) TCP inside (UDP) tunnels. Usually also multiple TCP streams are encapsulated in a single tunnel.
The use of PEP in relation to IPsec is discussed in ETSI TR 101 545-5 [7], Annex B, where three cases are distinguished:
· Case 1: the satellite system integrator has influence on the usage of IPsec between (e)NodeB and Core Network; there is influence on both sides of the connection.
· Case 2: the satellite system integrator has no influence on the usage of IPsec between (e)NodeB and Core Network; there is no influence on both sides of the connection.
· Case 3: the the satellite system integrator has partial influence on the usage of IPsec between (e)NodeB and Core Network; there is influence on only one side of the connection.
The (not-)working of PEP in an IPsec environment is illustrated in Figure 4.3-1, taken from ETSI TR 101 545-5 [7], Annex B.1. In this diagram it is shown how even the use of IPsec for integrity protection is problematic for the user of PEP.
[image: ]
Figure 4.3-1: Not-working of PEP in an end-to-end IPsec environment
A solution of using PEP in an IPsec environment is to use PEP outside the IPsec tunnel as depicted in Figure 4.3-2, as suggested by ETSI TR 101 545-5 [7], Annex B.1.1.1. 


Figure 4.3-2: Using PEP outside the IPsec tunnel (VPN channel)
The shown solution of using PEP in combination with IPsec, however, is not conforming to the 3GPP requirement that the connection between RAN and CN shall be confidentiality protected unless other security measures are taken in addition to the above use of IPsec.
4.4	Other complications of using IPsec over satellite connections
The use of IPsec over satellite connections can also introduce other complications.
QoS management
Satellite connections exhibit different and varying QoS properties which are signalled between terminal and ground station (via the satellites). This process is optimised for the satellite link properties such as the round trip delay due to the propogation distance and its variations due to the spacecraft motion.
In case a Mobile Network Operator deploys IPsec encryption across all (user) traffic carried over the backhaul, then the Satellite Network Operator cannot readily use QoS differentiation in order to smartly handle the various types of traffic passing the backhaul connection.
Multicast
A major strength of satellite communications especially those using GEO satellites is its native ability to multicast data to many locations at the same time in a very cost effective manner. This can be used to push and pre-position popular content closer the network edge and reduce core network and central server demands. This can also be used to stream popular content such as major sporting events. 
When considering satellite multicast it is important to know that typically a single large forward link channel is sent to all satellite terminals within a single footprint. This can carry a mix of unicast packets destined for individual satellite terminals and multicast packets addressed to groups of satellite terminals. This addressing can be at layer 2 level where the satellite network appears as a large Ethernet switch, or can also be at layer 3 (i.e. IP) level where the satellite network appears as a large router. The satellite terminal is only able to decipher the unicast packets addressed specifically to it. The multicast packets can be encrypted at the transport level by the satellite network. However, given the efforts by the content industry to protect the data by sophisticated Digital Rights management systems this transport level encryption may not be needed.


Figure 4.4-1: Implementing multicast over a TDM forward satellite link channel
Where the satellite link is providing a backhaul service to a Radio Access Network (RAN) that only supports the onwards transmission of unicast traffic a multicast receiver function can be implemented (virtual or physical) that converts the efficient satellite multicast to local unicast traffic, see Figure 4.4-2. In this case IPsec may be applied between the Multicast server function and the Multicast receiver function, but in that case it will interfere with the satellite multicast capabilities, specifically sending the encrypted multicast traffic separately to each satellite terminal thus negating the benefits of satellite multicast.


Figure 4.4-2: IPsec tunnel (VPN channel) interferes with multicast over satellite

Even worse is the situation where the IPsec connection is applied on the ‘outside’ of the multicast setup, i.e. if traffic is encrypted before it enters the Multicast server function, see Figure 4.4-3.


Figure 4.4-3: Multicast receiver is not reachable with an IPsec tunnel (VPN channel) between Remote station and Core
Security of access and edge computing
IPsec (or other security measures) can also be used over the access network, e.g. in case of untrusted non-3GPP access. In this case the N3IWF and the UE may be connected over a satellite link and again the use of IPsec between N3IWF and UE can cause the issues discussed above.
[bookmark: _GoBack]In case of an edge computing configuration where a local UPF at a remote site is connected to a central UPF in a central location, also here IPsec between local UPF and central UPF may be applied to provide security. Although this case resembles the case of security between operators (using SEPPs, etc.), the situation maybe subtly different, as usually this is a single operator deployment.
5	Proposal
It is proposed to initiate a study in 3GPP SA3 investigating the above mentioned security aspects (and potentially others) of using satellite connectivity in 3GPP networks.
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